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Action Plan

BE ABLE

KNOW FEEL TO DO



Incident Response Planning & Preparation

Key Messages

The most effective incident response systems will be
able to plan and prepare for potential incidents, alert to
and asses actual incidents, and quickly mount effective
rEsponses,

Without proper planninég and preparation, an incident
response system would be unable to alert to an incident
in a timely fashion, Fmperl:,.r assess that incident, or
mobilize effectively in response,

In the case of incident response, planning is the process
whereby a potential incident is considerad and
evaluated, and resources are assigned, in order to
generate a response that will appropriately mitigate any
adverse effects,

Management has the authority to make medium and

long-term decisions and allocate appropriate resources
towards an incident management systam.

_.Q._
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Welcome & Introductions

Key Messages, continued

Management, however, needs the expertise and advice
of biorisk management advisors, lab workers, and other
parsonnel in the institution to adequataly make plans.

Planning should result in a document, developed by
management in cooperation win an institution's
personnel (and others), that outlines, at a high level, how
the incident management system will operate.

Preparation derives directly from planning. It is the act of
putting into effect an institution’s plans prior ko an
incident, in order to be in a position to better handle that
incident when it does occur.

The preparation process incudes training of personnel,
acquisition of equipment, storing of supplies, and
physical modifications to equipment and buildings when
possible, and desirable.
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Biorisk Management: the AMP
' Model
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'] : .
-& Key Components of Biorisk
Management
* Biorisk Assessment
- Process of identifying the hazards and

evaluating the risks associated with
‘biclogical agents and toxins, taking into
account the adequacy of any existing
controls, and deciding whether or not the.
risks are acceptable

Define assessment:
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Biorisk Management
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,.é Key Components of Biorisk Define mitigation:
: Management
+ Biorisk Mitigation

— Actions and control measures that are put
into place to reduce or eliminate the risks
associated with biological agents and
toxins

Page 8



Incident Response Planning & Preparation Biorisk Management

i , , i .
,.$ KW Componentsof Biorisk Define performance:
Man : nt
+ Biorisk Performance
—Improving biorisk management by

recording, measuring, and evaluating

organizational actions and outcomes to

reduce biorisk.

XN
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# é _ What is an Incident?
' Incident versus Emergency
‘An incident is an event that is likely to
have adverse consequences.
What is an Emergency?

An emergency is an incident that
requires an immediate response.
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Incidents

Incident Response Planning & Preparation

What are some examples of an incident that might impact or

i
-@ Incidents involve biological agents or toxins?

Group Exercise:

In your grnupu. spend 5 minutes to list
all possible examples of an Incident that
might impact or involve biological agents
or toxins. Write each incident on an
individual sticky-note and place them on
your flip chart. '
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~$— Model for an Effective
GBAMG Incident Response System

Planning and Preparation

Alert, Assessment, and Mobilization
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Introduction to Planning and
Preparation

We will now look more closely at the
planning and preparation phase.

Planning and Preparation .

Incident-

Alert, Assessment, and Mobilization .

Incidents
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Why are Planning and Preparing so important?
i
Planning and Preparation

Without proper planning and preparation,
an incident response system would be
unable to alert to an incident in a timely
fashion, properly assess the incident, or
mobilize effectively in response.

Why?

Hint: Think of an incident where there had
not been any prior thought on how to
respond. What was the outcome?
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Ce Planning - Planning

Planning is the development of
What exactly is planning? mechanisms or procedures, in advance, to
achieve a particular goal.
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GERMC

Planning

In the case of incident response,
planning is the process whereby a
potential incident is considered and
evaluated, and resources are assigned,
in order to generate a response that will
appropriately mitigate any adverse
effects.
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Planning

Incident response planning is normally
the responsibility of an institution's
management.

Top level decision-makers must come
together to determine the best approach
for handling incidents in a particular
institution.

Planning




Planning

Incident Response Planning & Preparation

What is the role of management in Incident Management &
g Response?

c® Planning

Management has the authority to make
medium and long-term decisions and
allocate appropriate resources towards an
incident management system.

Management, however, needs the
expertise and advice of other personnel in
the institution to adequately make plans.

Why?
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Planning

Often, management can develop high-
level policy and delegate details to those
personnel more familiar with daily
operations and technical work.
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Planning

Planning

Planning should result in a document,
developed by management in cooperation
with an institution’s personnel (and
others), that outlines, at a high-level, how
the incident management system will
operate.
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-&- An Incident Management Plan is an

—_— “instructional document”
« Instructional documents teach a reader
to:
— Understand a rule or principle.
— Envision a process or workflow.
— Perform a task.
- Use a tool.

+ Instructional documents are READER-
CENTERED (rather than rule-centered)
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Writing Instructional Documents

1
;E; Some Instructional Documents

+ Policy:

— A plan or guiding principle that influences
other actions

» Program Plan:

— A set of tasks or actions, performed in a
specified sequence or manner, that
achieves a particular result.

» Procedure:

— A specific task, work instruction, or action.
Procedures may include steps or actions




Incident Response Planning & Preparation Writing Instructional Documents

Targaﬂngan |I‘ICEC|BI'lt Managem Author:
Plan
Group Exercise:
In your groups, spend 10 minutes
answering these questions:

. ok - Audience:
» Who writes this document?
*  Who is the audience?
+  What is.-'tl'ia.intE'rldefd_EPUl'Fﬁsﬁ? Purpose:
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l . . . ?
i Planni an Incident Ma What should be in an incident management plan
ng nagement

Plan

Group Exercise:

In your groups, spend 5 minutes
brainstorming all the topics that an incident
management plan should contain. Put each
topic on an individual sticky note.

Remember the answers from the previous
exercise to help you target the topics.
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Planning an Incident Management
: Plan

Class Exercise:

As a class, put all of the sticky notes in
one large area. Now, group them into
categories of topics. Write a new sticky
note to title the category.

Remember the answers from the previous
activity to help you target the topics.

Writing Instructional Documents

What categories did you come up with?
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Notes:

Function versus Resources

+ Aplan generally describes two
— Functions
* What must be done
— Resources
* What it takes to get the function done
» Can the titles from the previous
exercise be grouped into these two
aspects?
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I

Suggested functional categories

Planning

Preparation

Alert

Assessment

Response (Mobilization)
Investigation

Testing

Feedback

Others?

%
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Writing Instructional Documents

Suggested resource categories

Personnel
— Internal
— External

Equipment

Facilities

Time

Supplies

Training

Testing

Performance Indicators/Metrics
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Writing an Incident Management
Plan, Step 1

Class Exercise:

'Thegnal of this exercise is to create, as a class, a
of information that will guide you in writing a
mﬂprmwlva incident management plan.

Your small group will be assigned one or two

functions from the previous and asked to begin
Whemrﬂrﬂhmdﬂ at
nction '

Write your answers, large and legibly, on the
shugonf Mrmm%pmﬁhg 4

Take 15 minutes per topic.

Writing Instructional Documents
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Planning

Preparation

Alert

Assessment

Response

Investigation

Testing

Feedback

Personnel

Internal

External

Equipmen
t

Other Resources

Facilities

Time

Supplies

Training

Who

What

Testing

Who

What

Ind/Me
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Validating an Incident Management

Plan
Group Exercise
mew%mmh% <see f Imﬂm“mwm
examples of commaon and

+  Yoursmall group will hemu;edml'nidm scenario.
. .MkwmmnwﬂmEﬁmﬂmm
Hmﬂhmﬂdnnnehm manage the incident.

« If, after the walk-through. you feel that additional
ceis required, use sticky notes to add that to

information/guidan
the matrix cell where it is required.
MM&W&WT&MWW 50 the
that
WMMMEWT“Wh mﬂnﬁr

Take 20 to 25 minutes for this validation activity.

Writing Instructional Documents
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Preparation

Preparation derives directly from
planning. Itis the act of putting into effect
an institution’s plans prior to an incident,
in order to be in a position to better handle
that incident when it does occur.

Preparation

%
!

GERMC
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Preparation

The Preparation process includes
assuring that all the resources or actions
identified in the plan are available or
readily acquired. This includes training of
personnel, acquisition and storage of
equipment and supplies, and physical
modifications to equipment and
buildings when possible, and desirable.
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[ Preparation

Think about the different types of
personnel who work in a typical lab or
institution.

Question: How should each of these be
involved in the preparation process?

Please discuss for 5 minutes at your

tables and be prepared to share with the
class.

Preparation

Who can contribute to the Preparation of an Incident Response
System?

What is their contribution/role?
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Planning & Preparation Action Plan

Individual Exercise

mnummmmmmm management
mmmmmmmm

Individually, list 5 to 10 actions that you need to take to create an
aumntm % to

implement the plan, Ummem&li'lwur k.

Then them as follows:
Am whmmhhmrmm
#mmmg'mmmmwwmmm
E-mﬂlﬂ#hwm it requires extensive change
O = more difficult to accomplish because it reguines extensive

E = sxtremealy difficultto accomplish

Preparation
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Action Plan for IMS Planning

Actions Difficulty * Who is Time req'd Resources Add’l MNext steps Due Date
Req'd involved needed Challenges

*A = fairly easy to accomplish on your own; B= fairly easy to accomplish but involves other people and/or an extended period of time; C = more difficult
to accomplish because it requires extensive change; D = more difficult to accomplish because it requires extensive resources; E = extremely difficult to
accomplish
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Planning & Preparation Action Plan

Elﬁr?h;mteﬂ actions, 1"B","C D
o 5B or e
actions, and 1 Wactm

Using the remainder of the worksheet, determine
who else needs to be involved, the time &
resources needed, and additional challenges.
Plan one or two next steps and a due date for
each of these 3 actions.

WNate: the actions that require other people, additional
mmmn,'mmmﬂ,orm_m maore
small mmmwm,m#wﬂmm-
ones, will better assure that you ultimately will be successful in
accomplishing them. :

<)

Preparation
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I
e Key M
r ey Messages
GBRMC
*  The most effective incident response systems will be
able to plan and prepare for potential incidents, alert to

and asses actual incidents, and quickly mount effective
rEsponses,

= Without proper planning and preparation, an incident
response system could be unabls to alert to an incident
in a timely fashion, properly assess that incident, or
mobilize effectively in response,

* In the case of incident responss, planning is the process
whereby a potential incident is considerad and
evaluated, and resources are assigned, in order to
generate a response that will appropriately mitigate any
adverse effects,

* Management has the authority to make medium and

long-term decisions and allocate appropriate resources
towards an incident management systam.
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Review & Wrap-Up

Key Messages, continued

Management, however, needs the expertise and advice
of biorisk management advisors, lab workers and other
parsannal in the institution to adequataly make plans.

Planning should result in a document, developed by
management in cooperation with an institution's
personnel (and others), that outlines, at a high-level, how
the incident management system will operate.

Preparation derives directly from planning. It is the act of
putting into effect an institution’s plans prior ko an
incident, in order to be in a position to better handle that
incident when it does occur.

The Preparation process includes training of personnel,
acquisition of equipment, storing of supplies, and
physical modifications to equipment and buildings when
possible, and desirable.




Action Plan

Your learning doesn’t stop with this lesson. Use this space to think about what else you need to do or learn to put the
information from this lesson into practice.

What more do | need to How will | acquire the How will | know that I've How will | use this new
know or do? knowledge or skills? succeeded? learning in my job?

Use space on back, if needed



